Step3 :
AAECMEANIEE - RELE - A BTER
%) - #At% - ¥ Malware Detection 18 - 7)iE
TRESET it - (06 )

06
Step4 coe)
K& BENEIMNEE WMATHEBEET
Bler - (07)

Stepb5

EXIBEAINEE RETNE - 2AMEIEEHSE

| - W7 BRHIEPRER ERI4EE - (08 )~ (09)
(07)
(08)
(09)

= E L IVEE
HEBERY% - FHE Click £XMXg . ex : http://www.wis.com.tw #) depth & 0 ;

Maximum Depth : .
http://www.wis.com.tw/server/index.php #] depth £ 3 -

Maximum Number of URLs REZELELZ SRS VEE -

Included External Domains EREEEMIMNIR AL - BNEMERILESE B EEFRS — B4 - ZH RIS LAMBUILRE -
Scan Interval THEERREEIEE -

Email Notification Rules E email ZHiERA -

. 8 QHockerScon SERIRIEIRAR > > > FMBEDA



M 2 &5 58

Y0 o] i PR — {8 48 s BE R ER E M ? SB BRI M iE 15
fth -
Stepl :
HREMRERT RN AILEERERE - BRZ
ELRIZRETIE
ggEm-(01)
Step? :
£ IS E Z MIBR BRI 480, - 524 (e BN D] ST Ak M
B (02)

Feb 22nd, 2010 - 11:17 ») a,
Finished

(01)

Confirm Monitor Delete

«Q@D

All reports and scan results will be lost! Do you really want to remove the

° following lterms from the Scan Monitor?
w demo

(02)

LMIRIERER > > > MIBRESE

Al ‘ QHockerScon 9 .
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Stepl :

i#@4£%| "Scan Monitors — Monitored
WebsitesJ B2 DB R - RSB
RERMEAEEREDRERE - (01)

Step? :
(BB SHNIE B
(Lsubmitt J$Z$RENBISTAYIEIL - ( 02 )

Step3 :
ERBEXNESTBNBMBARE - FHE
L4 Notification Rules B # i# T2 - £ =
£ . :5¥ Save Settings of SELECTED
Contact g Save Settings of ALL Contacts
BNer - (03)-~(04)

. 1 O OHackerScan | #GHRIERIA > > > EREH

Interval Last Scan Action

Feb 22nd, 2010 - 11:17 o oo
" y) = &% 4
24 hours | — » @8 B8 0O

(01)

Edit Scan Item Settings

@ Selected: demo

&8 Crawler Settings | 54 Matification Rules

Title: | demo

Scan Functions : Detect Malware

Included External Domains (Max. 20): | hitp: i mryss!.com. o

Included External Domains (Max. 20) :

Maximum Number of URLs : (1-200)
Maximum Depth : (1-100)
Scan Interval :

(02)

& selected : demo

&8 Crawler Settings || B Motifioation Rules

Select Contact:

SMS Motfications are not enabled in your acsount. You can add phone numbers here but you cannot use
notifisations until your contact person activates this feature for you.

Email: morgan.chen@wis.com tu ] Add mere contacts in your Aceount Sattings.

Set Notification Rules formorgan.chenf@wis com.tvw:

[1] Malware is detected: Yes: O No: (o]
(1] Suspicious Links are detectad: Yes: () Ho: @
4 Could not Cannact ‘as: O Ho ®

[_Save Settings of SELECTED Contact | [ Save Settings of ALL Contasts | [ Close Window |

(04)
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Stepl :

2hE2 Check All BloJ &R A BRI | HEEX
HEER AR Uncheck All -

(01)

Step? :

NEBBENE O BRI - ARSI E
i EAEEXEEAERTE -

(02)

Step3 :
EMABMIDE R B BNy -

— - ZEMkR

Step :

NERBRE B RIEHE - 2SR
HAEAEETSEMRLE AR - EERIEE
BhE2 [es] BN ET - (03)

Jan 18th, 2010- 15:19

24 hours |4 Finished

Jan 18th, 2010 - 17:54

24 h
ourE e Finished

Check All | Uncheck All

Do with selected: .} 5

(01)

Edit Scan Item Settings

@ Selected: demo

&% Crawler Settings | 54 Motification Rules

Title: | dermo

Scan Functions : Detect Malware

Included External Domains (Max. 20): | http: v riyss|.com. b

Included External Domains (Max. 20) :

Maximum Number of URLs : (1-200)
Maximum Depth : (1-100)
Scan Interval :

(02)

Confirm Monitor Delete x

o All reports and scan results will be lostl Do you really want to remaove the
following ltems from the Scan Monitor?

w demo

(03)

2GBIERER > > > 2 | @HockerScan 1 1 .
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gnfal R IGRIETRIIR S ? SRIRILFIE IR -

Stepl :

ol LA Scan Monitors — Monitored
Websites 242 |1 BIREERS - Mol LUIELS
Fl] Scan Reports — Scan Reports : Sites &
&-(01)

Step2 :
i52hiE Reports BE -
02)

EEMIGREERAREE - (

Step3 :
2-2 Download Report BNo] F&EIFHERE - (
02)

Step4 :
OISR E MBS N B RERE - B
#ig | GTFE | memenar - (03)

Stepb5
SRWEANS - (04)

. -1 2 OHackerScan | #HIRIEHBE > > > BBIRE

inURL Interval Last Sean Action

th: 100
Jan 18th, 2010 - 14:58 ol e

vare Digtection, Defacerment 24 hours ¥ % bidm 4
Finished i “_'f 8 g

View Scan

ed:d Reports

tyig.com.w @

(01)

;’J Selected Monitor: e E_I Total URLS Crawled: 466

@ sttus: Finished [2) CleanURL: 488

Q Crawl Time: Jan 12th, 2010- 1224 ‘] URLs with suspicious links: 0

@ puration: 1 Minute 47 Secends 2] URLS with malware: 0

B Depth: 4 [5) URLS with defaced content: g

URL Report:

Download Report

EJ AlURLs ‘; CleanLRLs ‘1 Suspicicus JRLS ‘; Malware ‘; Defzcec Centent

‘Smus Depth  URL

Report Time ‘
QK [0 /g m a10-21--21323°1 &
oK il i o m badrliertenmmer dirlats nn?in=RR% I T1393% |
(02)
BRTH &
2R ZREXATEEER?

£ HS_reporthtm
#5820 HTML 37i%
#: 60.199.193.113

e

(FEER ) [ @Fe | [

]

i SR B R A T T EE R AR  (BRF ST
@ REEEEInaTE - AF AR S ERRR - T BRSNS
THEMEEE - BT H R

(03)

HackerScan Report




EEMHELERBEREANE

MAEREE -
Stepl :
hiEMalwareB H
URLs - ( 05)
Step? :

BETHHALEERER

Step3 :

THRRENER AR

(07)

N =E

Selected Monitor

Status

Crawl Time

Duration

Depth

Total URLs Crawled

Clean URLs

URLs with suspicious links
URLs with malware

URLs with defaced content
BHEE

All URLs

Clean URLs

Suspicious URLs
Malware

Defaced Content

ﬁgl\ :é’z+

IWEILAMERT

. o]REFAB Malware 9

ERAMEERINE

fRNIREA
CREBRE
BLRIR AR
b=t
EEE LS
RiERE
BHFRS DA
HESDPEIRRERINE

HES VIR FE O SHEEL
%ﬁyﬁﬁm%mEAﬁgﬁf
HEZVEUATZRIENE
BHRA

AT AZANIA PR A R B R AR I

BT Z IR R R B R N M 41t
BARRZ ARG TR 1 o) SEE AR R A9l
BT ZAIARIE AR EAE R A 1t
BTZEIL AT BRI

AlETE

RimHELLE -

]AH URLs Q Clean URLs Q Suspicious URLs Q Mahware Q Defaced Contenl

Status Depth URL
SM 13 hitn:ffeoffee. 24h com twiwehlr azp?eho=403

(05)

|Status Depth  URL

S [4] hitp:/coffee. 24h.com twiwehlr aspPwho=409
SM [4] hitp://coffee. 24h.com twiwehUr asp?wNo=413
(06)
L] ERAME @ Link Target http:/idavtraff.comliblindex.php
. D CVE-2006-0003 Explait was identifiedt
@0 Description: MS06-014 Adodb Stream 2.7
[ ] [] (E-TEMP)idownload[1] php
@ Drive-By-Download
(07)
BHIZm4EaL

2HRIERIA > > > EARE | @HackerScan 1 3.
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REFHIEB AR ? LETNEER BN TR R IR (E D o]
2R

Stepl :
$£2t22 On-Demand Scan - ( tEINEE(EIZHES
—#EEHE ) (01)

Step? :
A AZHSREMNEL - BE Start
Scanning Y7BN#E#E - ( 02)

Step3 :
FHEEZEE THAZBERERNBELEE - (
03)

. 1 4 ©HackerScan | #GRIFRE > > > BB

Start Scan Monitors Scan Reports On-Demand Scan

(01)

®HackerScan

Start Scan Monitors Scan Reports On-Demand Scan

On-Demand Scan | You have performed 0 On-Demand Scans today. Your maximum number of On-L

Please enter the URL against which to perform an HackerScan On-Demand Scan. The URL must begin wil

Enter URL: ‘ http: ffwaanar.wis.COM

Start Scanning!

(02)

On-Demand Sean | You have aerfarmest 1 On-Derrand Scans today. Yous rrazirum wuirber of Cn-Dermand Scans pes day is 51

Please enter the U3L agains: vrichtc perform an HackerSczn Or-Demard Scar. The URL must bagin with hitp #f or tips #

Enter URL [ftad

illy Reports for Today:

Status Severity(?) URL Created On Scanned On

@ 0 TS iis. com b 0 an 20, 2010- 1332 Jan 20, 2010- 16:32
(03)



Hr:?? =

RIEERIEEHE  F-BEREZEFLLZ S
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Stepl :
5 2hE Scan Reports — Scan Reports : On-
Demand - ( 01 )

Step? :

THERERRAETRA - XN REEAHL
HEIE - A7 YIRBIBEREFEA AL Ao
(02)-~(03)

Start Scan Monitors Scan Reports On-Demand Scan

(01)

ji Scan History for On-Demand Scans - Displaying Data for last 7 Days

Days

©

24

i3
=}
v iz

-

1

(02)
Status  URL of On-Demand Sean Scan
© hitg: e wis com tw 8 20100
(03)

SAIRERER > > > BEEwE | @HackerScan 1 5.



ccount Setting

IREBERIERRTE  BEEREER -

Stepl :

AR Start EmELEE Account Sum-mary #)

Account Setting s
Setting - (01 )-~(02)

Step? :

Z®H AR Account

2hE2 Account Setting & A4 ZF—{ERIR
R FHEEDK - (03)

BHEE

Account Info

Account Details

Email Addresses

Phone Numbers ( SMS)
Email Reporting

AN &E

Username

Privileges

On-Demand Scan Quota
Website Monitor Quota

Maximum URLs per Website
Monitor

Scan Frequency Websites
Account Expiration

SMS Notifications

SMS Quota

BHRA

MRS HIRFHE
EPHERE R REBIZN
EIXIREMEmaillEA
ERIREHRISMSHEAE A
2EREREH  BENRS
fR{IREA

MRS

IRSERIHEMR

BB fRIEHIE 2

AL RIEEE
SEEANELESENS MRS

EEN RGBS
MRS 2 2R RS RS
EERHER @A
[GEBGES

. 1 6 @HockerScon ‘ IEEERE > > > Account Settings

Username: wisdemo
Privileges: Standard

Account Settings
(01)

wisdema
Privileges: Standard

Acdtion: Logout | Account Settings

(02)

@ Accountinfo | £ Account Details | [ Email Addresses | B Phone Numbers (SWS) | =] Email Reporting

Username: wisdemo
Privileges:  Standard
Single URL Monitor Quota:  { of 20 URL
On-Demand Scan Quota: [ of 50 URLs per day
Website Monitor Quota: 2 of 2 Websites
Maximum URLs per Website Moniter: 200 URL

(03)



ccount Details

EREENHERRE  RE - BITEINES -

Stepl :

2hiE Account Details EHEITIHRINTE
| ; MATHREUERE - % 1z tRBNT]
FeRfigeX - (01)

EIRBENZE . E/ Current Pass-word ##
I8 ANIBE =1 . New Password & Con-
firm @WARNZES - 17 1% $RENE] 52
RRfELER -

VRS MIEREA

Real Name EE- PN G
Organization AT/ HBEETE
Position NEMIE
Address PR 1B ubils
Current Password IBERZS
New Password H S
Confirm MR 25

Account Settings

Configure your account details and manage your email addresses and phone

@ ~ccountinfo a Account Details | 0 Emal Addresses E'p Fhone

Real Name: |W\S

Fosition |Ta|pE|‘Ta|wan

|
Crganization: |W\S Internet Inc. |
|
|

Address: [ BF, No. 387 Fushing North Road

(> Set New Password?

(01)

IEFERE > > > Account Details QHcckerScon 1 ; .



Email Addresses

REEAEEFEMFBMBEER - BAREAWRSE]

Stepl :
2hi# Email Addresses BHBITIRRIITE
me- (01)

Step? :

FARLE Add Email Address - 2% ZRERIT
=\ AEWUPEARELEN Email & - 3%
H$RENTT - (02)

Step3 :
£EZMFs Email Address - Bz ABT - 2%
BNEmIPRIZES R - (03)

. 1 8 QHackerScan ‘ PEFERE > > > Email Addresses

Account Settings

Configure your account details and manage your email addresses and phane numbers.

@ Account Info ,2, Account Details 4 Email Addresses E}J Phone Mumbers

Manage your Email Addresses: (For receipt of Instant Notifications and Scheduled Re

1 hackerscan@wis.com tw [Primany]

Add Email Address »

(01)

Manage your Email Addresses: (For receipt of Instart Natifications and Scheduled Reports)

(=] maorgan.cheni@is.com tw [Primary]

1= |service@wis.com.tw ‘ Save

Add Email Address «

(02)

Email Addresses: (For receipt of Instant Motificstions and Scheduled Reports)

A.chen@vis.comtve [Primary]

si@viz com by =B

ldress ¥

(03)



Phone Numbers

REEAEEEBMBEERN - EAREBMENRE
i .

Stepl :
2ki% Phone Numbers ( SMS ) B%EN0] X
gnFEm-(01)

Step? :

i£2t22 Add Phone Number . i35 F#ii2EY
BRI & A (EiE SMS MEFYEER . Big
¥ sRENa] - ( 02)

Step3 :

ZZM: Phone Number - iz BLBIR - &
MHENEmIPREZEE R - (03)

Configure your account details and manage your email addresses and phone numbers.

@ Account Info 8‘ Account Details = Emazil Addresses E}) Phaone Mumhbers

Manage your Phone Numbers: (For receipt of Instant Motifications).

SMS Motfications are not enabled in your account. You can add phone numbers here b
notifications until your contact person activates this feature far you.

Add Phone Number =

(01)

@ Account Info & Account Details | 5] Email Addresses Phone Numbers

Manage your Phone Humbers: (For receipt of Instant Notifications).

SMS hotfications are not enabled in your account. You can add phone numbers here b
notifications until your contact person activates this feature for you.

(2 | Taiwan [+888] e ][312345578 |

Add Phone Number &

(02)

J Email Addresses ) Phone Numbers (SMS) | 35 Email Reporting

it of Instant Notifications).

count. You can add phone numbers here but you cannot use them for
tes this feature for you.

312345675 | (save B

(03)

"EPERE > > > Phone Number | @ HackerScan -1 s ).



ail Re p ortin g
ZIDHEQTEETEI&‘% HI BB RS S E SRR ?
PRILPIS RN -

Stpel :
$£24iE Email Reporting BEENORIRNIN T2

nt Details || [ Email Addresses i}) Phone Mumbers (SMS) ;E Email Reporting
EMNBIHRER - 17 1% $HEN :

and manage your email addresses and phone numbers

C FBOER
_J_ ( O 1 ) Tails can be sent to you detailing all activity in your Scans, letting you knows if your sites
. es has been found by HackerScan .
=3 Check if you want to receive Daily Emails with your Scan Results.
= Check if you want to receive Weekly Emails with your Scan Results
(01)

. 2 O O HackerScan | 18P E > > > Email Reporting



